Enable the future of security - today

Security that’s not based

on knowledge

or possession,

but on your very being.
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Your gateway to biometric security.




Security Today

Some say the age of innocence is gone;
that we live in a world filled with fre-
quent, almost daily threats to our security
- we agree. Others say it’s impossible to
safeguard one of today's most valuable

o assets - information. At JANUS, we don’t
agree.
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‘ g BIO*GATE is an authentication framework that

allows businesses the freedom of choice in using
biometrics. Pick a BioAPl compliant biometric
device and implement it for a system logon
anywhere in your environment, reliably, but more
importantly securely. All aspects of BIO*GATE are
remarkably flexible which allows for long life and
rapid ROI.

BIO'GATE is your gateway to biometricsecurity.

Working with advanced biometric
technology, we've developed a solution
that will change the way the world
manages and protects its information
assets. A solution that brings a level of
security generations beyond common
security applications. It eliminates the
repetitive process of password manage-
ment to control network access; all the
while giving users the simplest, yet safest
and most trusted way to log-on — their
unique identity as human beings.
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Welcome to BIO*GATE.
Your gateway to a more secure future.
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iris scanning:

Flexibility

BIO*GATE represents an evolutionary
solution that meets two central needs;
freedom of choice and enterprise control.
It is the world's first biometric authentica-
tion framework supporting multi-factor, Industry Standards - Compliant
mixed-device authentication without the
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need for customized “wrappers”. It also CIO 5 o
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permits the migration of devices to ¢ Lommon biome g
biometric security solutions across similar File Framework (CBEFF)
operating platforms. ¢ Common Data Security Architecture
(CDSA)
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Corporate
. Governance .
* Increased security

* Increased convenience BIO*GATE Can Drive Compliance
e Decreased cost

» The ability to fix or freeze identity
Department of Defense

Biometric Business Case Articulation

* Gramm Leach Bliley

Biometrics Management Office ¢ Health Insurance Portability
and Accountability (HIPAA)
BIO*GATE's design enables scalability, * Sarbanes-Oxley
stability and a high level of availability By adhering to industry-based standards

for the end user. The solution can easily and helping fulfill government regula-

be distributed g‘eograp'h?cally, while tions, BIO*GATE is positioned to stand
managing security policies and controls the test of time while it evolves to
centrally. All this while also deliver new functionality

affording the flexibility in line with emerging
of continued growth industry trends

because it is based P and regulations.
on standards
established
for the future
of biometric
technology.




Security

BIO*GATE offers the following security
features:

* A wide range of biometric security
combinations, including voice, finger
print, iris and face scanning

* Multiple user logins

¢ Authenticate and authorize capabilities
(verify and allow)

It provides security at three layers: desk-
top, local domain and trusted domains.
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“We believe that JANUS is well positioned
to become a “trusted advisor” in areas
related to enterprise biometric security,
and the integration of physical
and electronic security initiatives.”

Robert Francis Group

voice print recognition:

Value

BIO*GATE provides value across an
enterprise, whether on the desktop,
domain or cross-domain. BIO*GATE
enables the push-out administration of
security rules and centralized/decentral-
ized enrollment.

With its integration to the Windows®©
policy management system, BIO*GATE
provides the basis for additional security
functions such as access control, auditing
and confidentiality.

With its ease of maintenance, BIO*GATE
reduces administration costs significantly
by focusing on
maintainability,
providing "plug-
in" compatibility

with standards- ~» )
based devices, .

as well as an .
open source /{
infrastructure.




Features

* BioAPI and CBEFF compliant
* Designed to CDSA standards
* Multiple authentication modalities

* Biometric matching for secure
authentication between client
workstations and servers

¢ Centralizes management
of server-based authentication

* Encrypts communication between
client' workstations and servers

finger / hand geometry
and pattern recognition:

Benefits =
* Backward compatibility

with legacy systems

¢ Multiple vendor
computing environments

e Multi-authentication
methods

* Seamless integration
* Open architecture

* Supports existing
infrastructures

¢ Complete authentication
infrastructure

¢ Portability
e Robustness

¢ Centralized or decentralized
administration

* Scalability

¢ Standards compliant
* Increased security and convenience




Return
on Investment

Summary

Simple, secure access to information
doesn't have to come at a hefty price.

Organizations can now have it all, reduc-

BIO*GATE offers the perfect balance
of user convenience, enterprise control
and a lower total cost of ownership.

It features an open architecture that

ing the total cost of managing day-to-day ~ SUppOrts everything from today's
passwords to a virtually limitless number

of groundbreaking biometric devices.
This means users can log on across the

network security, while dramatically
increasing user convenience. How?

BIO*GATE eliminates the
need for multiple
entry/sign-on modes.
Just a clean, simple, fast
login process for author-
ized users - saving sig-
nificant dollars while
protecting the security
and safety of your
environment.
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Cost Savings
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Cost savings
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can be as much
as $200-300 per
user per year
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using
traditional
passwords*
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Operational Cost ($)
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1 The industry analyst firm, IDC, estimates that the annual cost
of password managment ranges between $200-$300 per user.

2 On the average, a BIO*GATE application can cost as little
as $70.00 per user the first year, with support and upgrades
adding less than$12.00 per user, per year thereafter.
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network today; while
tomorrow, organizations
can migrate smoothly to
new biometric security
solutions across similar
operating platforms.

Managing network
access will never be

child's play. But with
BIO*GATE, it is as
simple and as open

as it can be. A new age
of freedom has arrived!.

BIO*GATE has won a BiometriTech
Product of the Year Award as "repre-
senting outstanding achievement and
industry leadership in biometrics".

JANUS Associates Inc.

River Plaza

9 West Broad Street - 9th Floor
Stamford, CT 06902




