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Exceed Your Information Technology

Security Goals and Requirements

All across the U.S., government agencies are rethinking how to respond to
information security threats, vulnerabilities and disasters. The wrong
response result in consequences such as identity theft, national security
exposure and diminished public trust.

Because of this, legislation has been passed with strict mandates that require
government officials to broaden security preparedness in the event of a
catastrophic or security event.

JANUS consisits of a professional group of IT security consultants  who
help to enable consistent, comparable, and repeatable assessments of
security controls in federal information systems; promote a better
understanding of agency-related mission risks resulting from the operation
of information systems; and create more complete, reliable, and trustworthy
information for authorizing officials to facilitate more informed security
accreditation decisions.

Certification and Accreditation

Today’s dwindling budgets force you to work
smarter to achieve your goals. JANUS can
help you get there on-time and within budget.

Your IT security and compliance strategies can stand up to global
scrutiny when you partner with the professionals at JANUS.

Weak security can be devastating to an agency - both in
terms of data loss and public trust.  An information security
breach, infectious code, or lack of security policy can even
lead to a national threat.

Federal  legis lat ion and guidance have heightened
responsibility for agencies to deploy security methodologies,
awareness, tools, and compliance strategies, to broaden the
scope of security, and to strengthening business continuity
throughout all federal communities.  JANUS can assist with
such a deployment and provide the technical expertise to
meet ever-increasing security requirements of OMB A-123,
NIST, HIPAA and others.

The staff at JANUS understand federal challenges and work
closely with you to align compliance, guidance, and
procedures that make your information systems secure. By
using industry best practices and taking the extra steps to
exceed the specifics of an agency’s mission and goal, JANUS
can help ensure the availability, confidentiality, and integrity
of IT systems, applications, and data assets.

Federal Information Security

The JANUS Information Security team is comprised of experienced, certified, and accredited professionals. Their
advanced training and knowledge assits your IT infrastructure to be as secure and compliant beyond the required
expectation.  A JANUS information security assessment utilizing recognized leading methodologies, guides you through
the morass of security concepts to help you achieve information system security.

JANUS understands that security Certification and Accreditation (C&A) are important activities that support a risk
management process and are an integral part of an agency’s information security program.

Janus’ tried and tested C&A process allows government officials to make fast and efficient IT security related decisions
that limit the expense, exposure and risk to their agencies.



Certification and Accreditation continued

JANUS’  has extensive experience with federal contracts that require FISMA,
OMB Circular A-130, and NIST compliance. This allows us to provide quality
control and support to managers and technical staff at all levels. Giving
those staff members the ability to implement the most effective security
controls possible and work through mission requirements, technical,
operational, and cost/schedule constraints within their information systems.
The JANUS C&A process provides agency officials with the most complete,
accurate and trustworthy reports regarding the security status and overall
state of their systems.

Recent C&A projects were completed for other agencies including the
Department of Veterans Affairs, the Federal Insurance Deposit Corporation,
C.M.S. and D.O.I to name but a few.

Federal Expertise You Can Trust

JANUS’ relationship with the Federal government spans nearly two decades.  We have had the honor  of providing
quality on-time and within budget services for 11 agencies (3 not listed due to security).  The thoroughness of our
work and attention to detail speak to the level of engagements we continue to win.

P e r f o r m a n c e     Q u a l I f I c a t  i o n s

Functional Area CMS DOI DVA FAA FDIC FTC GAO NASA

Program Management Support       x     x     x  x

Research, Analysis, and Design       x      x    x     x   x  x

Data Management     x

Systems Development     x

Information Assurance       x      x     x    x   x   x  x

Systems Deployment     x  x

Certification & Accreditation                 x      x     x    x     x   x

Disaster Recovery                 x      x     x    x  x

Content Management       x     x

Customer Support (Call Center)    x

Training & Awareness       x     x  x

System Operations & Maintenance  x

Business Impact Analysis       x     x

Penetration  Testing       x      x    x     x   x   x  x

Policies Standards, Procedures       x     x     x  x

PERFORMANCE QUALIFICATIONS

JANUS can help provide the missing piece in
your compliance strategy.

• Information Technology Infrastructure Security Design and Review
• Security Policy and Procedure Development
• Infrastructure Penetration Tests
• Independent Verification and Validation
• Certification & Accreditation
• Security Training, Guidance, and Standards
• Security Risk Assessment
• Security Test & Evaluation
• Business Impact Analysis
• Risk Mitigation and Repeatable Processes
• Continuity Planning/Continuity of Operations

Each success produced robust IT Security Management components to include:



Implicit Trust of Our Clients

For over 19 years JANUS Associates has served some of the most respected and
prestigious organizations in the nation. Our clients trust us implicitly to handle
their engagements in a professional and cost-effective manner and our reputation
attests to these facts. JANUS clients cover the entire spectrum of Fortune 500
companies, federal, state and municipal entities, and Not-For Profits.

Here is what a few of them had to say.

“Recently and under very intense deadline JANUS provided expert knowledge and skill in supporting our development of
automated risk analysis  / assessment tools, corporate level procedures for risk assessment, awareness and training to
divisional components… Typically these are 1) performed at a moment’s notice, 2) through long hours of commitment and
3) results deliver exceptional products with professionalism noticed by high level management ...making our vision realized.
I congratulate JANUS Associates for their leadership, performance and a job well done.”    Kahletta Montgomery, Oversight
Manager-Information Security Staff, Federal Deposit Insurance Corporation

“…working out wonderfully. …great with providing recommendations to improve the process and working with me to get
things to completion. …understands the different technologies and is extremely process-oriented.”    Jason Harrell, Security
Officer, ABN AMRO Bank

JANUS Associates, Inc.

FEDCA062507

A Little About Us

JANUS is a certified woman owned busines and has the longest tenure of any independent IT security firm in the nation.  In
business since 1988, JANUS has been in the forefront of providing quality IT centric services for nearly two decades and
remains totally abreast of current technologies and the constantly evolving threats to security and privacy. Organizations
that understand the need to secure their data and protect their business interests rely on the professional team at JANUS.

JANUS is a vendor neutral, full service company with strong credentials in the Federal, state and municipal government
sector. Numerous Fortune 1000 corporations and Not-For-Profits are also satisfied clients.

Our corporate headquarters are in Stamford, CT.  The JANUS Federal Systems Group has offices in Silver Spring and
Baltimore, MD. Our software Design and Development team is located in Waltham, MA.

Federal Agencies Served

“JANUS consultants provided on-the-spot advice, thorough and intelligible affidavits,
and technical information that assisted us in creating sensible recommendations for
the court.” ”Ultimately, with the strong support provided by JANUS, we were able to
obtain a revised discovery order, which was approved by the presiding judge in our
case.”    Donn Christensen Attorney at Law, Gancedo & Nieves

Case Points

Centers for Medicare & Medicaid Services Department of Agriculture Department of Interior
Department of Veterans Affairs Environmental Protection Administration Fannie Mae
Federal Aviation Administration Federal Bureau of Investigation Federal Deposit Insurance Corporation
Federal District Court – S. Dist. of NY Federal Reserve Board Freddie Mac
General Accountability Office Natl. Aeronautics & Space Administration Social Security Administration
U.S. Air Force U.S. Customs Service U.S. Navy

8455 Colesville Road, Suite 740
Silver Spring, MD 20910

Tel: 301-587-0730          Fax: 301-587-3271          www.janusassociates.com

FDIC - When the Federal Deposit Insurance Corporation (FDIC) needed a comprehensive C&A solution for its multi-million
dollar IT Security Risk Management program, they turned to a company they could trust.  JANUS conducted the agency’s
risk management process, performing multiple tasks including program management, evaluations, training and awareness,
help desk setup/operation, and many other duties.  The FDIC recognized that at JANUS there was both the needed
technical talent as well as an understanding of the FDIC’s business environment, thus providing additional value to the
agency.

CMS Centers for Medicare & Medicaid (CMS) – During a major information security program upgrade CMS turned to JANUS
to perform the business process re-engineering analysis, produce analytical findings and recommendations, then lay out
a structure for beginning to solve problems in an organized and affordable manner.  In several additional CMS contracts
JANUS has undertaken a multitude of additional tasks including designing information security templates to ease user
compliance in meeting Federal mandates; performing penetration tests; programming Computer Based Training components
and providing training content; carrying out ST&E testing at Medicare contractor sites throughout the U.S.; and designing
policies and procedures to further the development of the information security program.


